@ questback

SSO using ADFS

ESSENTIALS

Instructions for setting up single sign-on using Active Directory Federation Services.
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Introduction

This document describes the process of setting up single sign-on (SSO) for Essentials using ADFS. To use SSO on your
Essentials account must be SSO enabled. To do that you can contact support@questback.com.

To simplify implementation we recommend that all users on the Essentials account use their organizational email address as
username.

Configuration
You need to add Essentials as a relying party trust in the ADFS Manager.

% ADFS 2.0 g [=[ 3]
\d@ File Acton View Window Help |;|i|1|
| »[=H

E w20 [RelyingPartyTrusts |

] service

[ [ Trust Relationships Di Name Enabled Identifier

7] Claims Provider Trusts Add Relying Party Trust...
Sl clying Par o]

[ Attribute St Add Relying Party Trust... view ’
View v New Window from Here
New Window from Here @ Refresh
Refresh H Hep
Help

login.controlkeeper.local -

Update from Federation ...
Edit Claim Rules...
Disable
Properties
x Delete
E Help

Add a new relying party trust to the configuration database
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@ questback

This opens the relying party trust wizard.

Just click Start.

www.questback.com

id Relying Party Trust...

fresh

sontrolkeeper.local I

hdate from Federation ...

Questback

g Party Trusts

PAGE | 4



@ questback Questiac

Select the Import data about the relying party published online or on a local network

Then enter our metadata url: https://web2.questback.com/sso/metadata

Click Next.
31 ADFS 2.0 BTl
@ File Action WView Window Help |_|5||5|
«=|%mH
[C] ADFs 2.0 "r‘i Add Relying Party Trust Wizard il Is
e R
= [ | TrustRelationships  Select Data Source
] Claims Provider Tr d Relying Party Trust...
Lyt RelmoPartyTins Siope Sellct an option that this wizard will use to obtain data about this relying party: Ly ’
7] Attribute Stores @ Welcoms
% Import data about the refying party published online or on a local network w Window from Here
@ Select Data Source . X . § ) o
Use this option to import the necessary data and certificates from a relying party organization that fresh
@ Choose Issuance publishes its federation metadata online or on a local network.
Authorization Rules Ip
Federation metadata address (host name or URL),

@ Readyto Add Trust
@ Finish

Ihﬂps://webZ.questback.com/ssc/metadata\

;ontrolkeeper.local -
Bxample: fs contoso.com or https //www contoso.com/app

= Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has Fable

exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil N

not validate the source of the file. perties
Federstion metadata file location: et

! ECT B
= Enter data about the relying party manualy
Use this option to manually input the necessary data about this relying party organization.

Action: In progress...
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@ questback
Select permissions to this relying party and click Next.
g [ 3]

i File Acton View Window Help | =18
«s| 7w H

[ ADF5 2.0 "':i Add Relying Party Trust Wizard

[ Service

*

d Relying Party Trust...

=[] Trust Relationships
] Claims Provider Tr
|7 Relying Party Tru: Steps

Choose Issuance Authorization Rules

] Attribute Stores

@ Welcome
@ Select Data Source
@ Specify Display Name

@ Choose lssuance
Authorization Rules

lssuance authorization rules determine whether a user is permitted to receive claims for the relying party.

Choose ane of the following options for the initial behavior of this relying party’s issuance authorization
rules.

% Pemit all users to access this refying party

The issuance authorization rules will be configured to permit all users to access this relying party. The
relying party service or application may still deny the user access.

@ Readyto Add Trust
@ Finish

¢~ Deny all users access to this relying party

ﬁewmaﬁmzﬁmu&sﬂbemrﬁmdtodevdummtohsrdyﬂgpw You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authorization rules for this relying party trust by selecting the relying party
trust and clicking Edit Claim Rules in the Actions pane.

<F‘re'viou5| MNeat = I

Cancel Help

Ew
w Window from Here

fresh

ontrolkeeper.local

it Claim Rules. ..
Bable

operties

lete

Ip

Action: In progress...
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Questback
On the Ready to add trust page, just click Next.
%1 ADFS 2.0 =10l ]
i File Acton View Window Help | =18
«s| 7w H
[ ADF5 2.0 "';‘ Add Relying Party Trust Wizard
[ Service

[E [] TrustRelationships ~ Ready to Add Trust
] Claims Provider Tr
|7 Relying Party Tru: Steps

7 Attribute Sto The relying party trust has been configured. Review the following settings, and then click Next to add the
BUE =IO | o Welcome relying party trust to the AD FS configuration database.
@ Select Data Source
@ Speciy Display Name Monitoring | lderiﬁersl Encryption I Stgﬂm.rel Accepted Cla"nsl Drga"nzd:onl En(bo'ﬂsl NLI_’|
@ Choose lssuance Specify the monitoring settings for this relying party trust.
Authorization Rules
© Readyto Add Trust Relying party's federation metadata URL:
Frich |Fttps://web2.questback com/sso/metadata
@ Fini

¥ WMoritor relying party;
¥ Automatically update relying party;

This relying party’s federation metadata data was last checked on:
6/1/2018

This relying party was last updated from federation metadata on:
6/1/2018

<Previous | [ Net> | Cancel Help

*

d Relying Party Trust...

EW

fresh

Bable
operties
lete

Ip

w Window from Here

ontrolkeeper.local
bdate from Federation ...

it Claim Rules. ..

Action: In progress...
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The trust has now been created and we can move on to creating the claim rules.

Just click Close.

ADFS 2.0 %l Add Relying Party Trust Wizard
Service
B[] Trust Relationships  Finish

Claims Provider Tr

Attribute Stores °

www.questback.com

Questback

g Party Trusts
id Relying Party Trust...

fresh

guestback.com

bdate from Federation ...
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This opens the claim rules dialogue. Click Add Rule to create the first rule.

E. Server Manager 3] =l
File  Acton View Help
e Akl 7]

t Claim Rules for web2.questback.com

< O —

Issuance Transfom Rules | ssuance Authorization Rules | Delegation Authorization Aules |

The following transform rules specify the claims that will be sent to the relying party. or remove roles and features.

Order | Rule Name | Issued Claims |

ﬂ Roles Summary Help

iﬁ Add Roles
5.: Remove Roles

[d 2pDs Help
domains, induding user logon processes, authentication, and directory searches.

Go to Active Directory Domain

Services
Add Rule... Edit Rule... | Remove Rule... |
BN, go to the Best Practices Analyzer
ok | cancel | Amey Help ik Add Role Services
3% Remove Role Services
Role Service [ St |
Active Directory Domain Controller Installed
Identity Management for UMIX Mot installed
Server for Network Information Services Mot installed LI
< | 2 £% Last Refresh: Today at 5:40 AM Configure refresh
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Select the template Send LDAP Attributes as Claims.

E_server Manager 3] =l
: x|
Select Rule Tempiate L
e Select the template for the claim rule that you want to create from the following list. The description
@ Choose Rule Type provides details about each claim rule template.
@ Corfigure Claim Rule Claim rule template: =
Send LDAP Attributes as Claims =] Roles Summary Help
Claim rule template description: _:2::‘\. Add Roles
Using the Send LDAP Attibute as Claims rule template you can select attibutes from an LDAP attribute 3:- Remove Roles
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to
create a rule that will extract attribute values for authenticated users from the displayMame and
telephoneMumber Active Directory attributes and then send those values as two different outgoing
claims. This rule may also be used to send all of the user's group memberships. f you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.
Tell me more about this nule template... e
Elp
ocesses, authentication, and directory searches.
E Go to Active Directory Domain
Services
yzer
iéf: Add Role Services
< Frzion: | Sl I s = | _l i% Remove Role Services
5 Active Directory Domain Controller Installed
Identity Management for UMIX Mot installed
Server for Network Information Services Mot installed LI
< | _>| %:: Last Refresh: Today at 5:40 AM  Configure refresh
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Questback

Enter a name, select your attribute store and then map LDAP Email Addresses to the outgoing claim Email Address.

Server Manager

File  Acton View Help

=101 x|

Add Transform Claim Rule Wizard

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attibutes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

IPass email claim
Rule template: Send LDAP Aftributes as Claims

Attribute store:
IActi\re Directory

Mapping of LDAP attributes to outgoing claim types:

LDAF Attribute:

E-Mail-Addresses

x|

ﬂ Roles Summary Help

iﬁ Add Roles
i} Remove Roles

[d 2pDs Help
ocesses, authentication, and directory searches.

Go to Active Directory Domain
Services

fﬁ Add Role Services
)

Remove Role Services

B -

<frevious [ Fnsh | Cancel Help
5 Active Directory Domain Controller Installed
Identity Management for UMIX Mot installed

Server for Network Information Services Mot installed

| _>| £ Last Refresh: Today at 5:41 AM Configure refresh
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Now we need to create a second rule.
Click Add Rule.
E. Server Manager . =] |
File  Action View Help
ok A Al il 7 ,
e =
29 Roli  lssuance Transfom Rules Issuance Authorization Rules | Delegation Authorization F{uleal
Fea
% Diat The following transform rules specify the claims that will be sent to the relying party. or remove roles and features,
é Cor
25 stol Order | Fule Name 2
1 Roles Summary Help
5;\5 Add Roles
55 Remove Roles
AD D5 Help
domains, induding user logon processes, authentication, and directory searches.
Go to Active Directory Domain
Services
Add Rule... Edit Rule... | Bemove Rule... |
BN, go to the Best Practices Analyzer
oK | Cancel | Apply | Help S Add Role Services
=
Role Service TSets I 3% Remove Role Services
Active Directory Domain Controller Installed
Identity Management for UNIX Mot installed
Server for Network Information Services Mot installed j
1| | j £% LastRefresh: Today at 5:41 AM Configure refresh

www.questback.com
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Questback
Select the template Transform an Incoming Claim.
%1 ADFS 2.0 g [ 3]
\d@ File Acton View Window Help |;|i|l|
9| mH
S wrs20
| Service

= [ Trust Relationships
| Claims Provider Trusts
":i Add Transform Claim Rule Wizard

Di Name:

Enabled
login controlkeeper local

Yes

Identifier
http:/Alogin controlkeeper local /

x|

tc local
Select Rule Template

Steps

Select the template for the claim rule that you want to create from the following list. The description
@ Choose Fule Type provides details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its
claim type, and optionally change its claim value. For example, you can use this rule template to create
a rule that will send a role claim with the same claim value of an incoming group claim. You can also
use this rule to send a group claim with a claim value of "Purchasers” when there is an incoming group
claim with a value of "Admins". Multiple claims with the same claim type may be emitted from this rule.

Sources of incoming claims vary based on the nules being edited. For more information on the sources
of incoming claims, click Help.

Tell me more about this mile template. .

< Pievious | MNexd > Cancel Help

Relying Party Trusts -

Add Relying Party Trust...

View
MNew Window from Here
|G Refresh

ﬂ Help

Update from Federation ...
Edit Claim Rules...

Disable

Properties

x Delete

ﬂ Help

www.questback.com
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Enter a name, then select Email Address as Incoming claim type and Name ID as Outgoing claim type.

%1 ADFS 2.0 =10l ]
\d@ File Acton View Window Help |_|_|- =) ll
9| mH
] ADF5 2.0 Relying Party Trusts | Acti
- Service i i Relying Party Trusts -
[l [ Trust Relationships Di Name Enabled Identifier
| Claims Provider Trusts login.controlkeeper local Yes http://login.controlkeeper local/

Add Relying Party Trust...

"3 Add Transform Claim Rule Wizard | tc local view N

Configure Rule

MNew Window from Here

. |G Refresh
S0s You can configure this rule ta map an incoming claim type to an outgoing claim type. As an option, you
@ Choose Rule Type can also map an incoming claim value to an outgeing claim value. Specify the incoming claim type to ﬂ Help
map to the outgeing claim type and whether the claim value should be mapped to a new claim value.

@ Configure Claim Rule

web2.questback.com -
Claim rule name:

IEm T d Update from Federation ...
ail to name i

Edit Claim Rules...
Rule template: Transform an Incoming Claim it Liaim Rules

Disable
Incoming claim type: IE—MaiI Address j

Properties
Incoming name 1D format: IUnspec'rfied j

x Delete
Outgaing claim type: j ﬂ el
elp

Outgaing name 1D format: IUnspecaﬁed j

% Pass through all claim values

" Replace an incoming claim value with a different outgoing claim valus

Incoming claim value: I

Qutgoing claim value: I Browse... |

¢~ Replace incoming e-mail suffix claims with a new e-mail suffic

New e-mail suffic: I

Bxample: fabrikam.com

<Previous |[ Fnsh |  Cancel Hep |
— _

Then click Finish.

Finalizing the configuration

Now your account needs to be configured in Essentials. Please send the metadata url of your ADFS installation to

support@questback.com.

Your metadata typically looks like this:

https://<yourserver>/FederationMetadata/2007-06/FederationMetadata.xml

Once that has been added to your Essentials account, the SSO configuration is completed.
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Signing in using SSO

Now you are ready to sign in using SSO. On the login page you can click Login with organizational account:

@ questback

Logga in pa

Questback Essentials

- Kom ihag mig

Glédmt ditt 1&senord? | Log in with your organization account
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Here you enter your organizational email address and click Login.

@ questback

Logga in pa

Questback Essentials

Log in with username and password.

On subsequent logins we will remember your last account. You can also contact support to get a direct link to sign in that will

bypass this step if that better suits your needs.
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