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SSO using Azure AD
ESSENTIALS

Instructions for setting up single sign-on using Azure Active Directory
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Introduction

This document describes the process of setting up single sign-on (SSO) for Essentials using Azure
Active Directory. To use SSO on your Essentials account must be SSO enabled. To do that you can
contact support@questback.com.

To simplify implementation, we recommend that all users on the Essentials account use their
organizational email address as username.

Configuration

To configure SAML-based single sign-on (SSO) for Essentials in Azure Active Directory (Azure AD),
you'll need to perform the following steps:

1. In the Azure AD portal, go to the "Enterprise Applications" page and select "New
application" to add a new application to your Azure AD tenant.

&« c 8 aad.portal.azure.com/#@guestback.com/dashboard/private/aadcedeb-2aca-4

Azure Active Directory admin center

i

My Dashboard

Private dachboard

Bl Dashboard
= All services + New dashboard C_) Refresh ./' Full screen
+ FAVORITES
» Azure Active Directory Try Microsoft Entra admin center

:. Users

£2 Enterprise applications Secure your identity environment with
e ettt . Azure AD, permissions management

and more,

Go to Microsoft Entra

Users and groups

@ &3
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admin center

«

Dashboard > Enterprise applications

R etoard =2z Enterprise applications | All applications

Al services Questback AS - Azure Active Directory
W ToRES & + New applicstion () Refresh < Download (Export)
i o —_—
B Azure Active Directory shibdoy
&u @ Overview View, filter, and search applications in your crganization that ar
sers
The list of applications that are maintained by your organizatior
Enterprise apipticaionis K Diagnose and solve problems op Y gani
Manage O Search by application name or object ID Applice
B All applications 111 applications found
. Name i ot
¥ Application proxy +
& User settings A\ Altaro Office 365 Backup DEA 02
B App launchers A\ Altaro Office 365 Backup MEA 02
) . elasticsearch-cognito-test o7
Ssecurity
% Conditional Access
X R . Microsoft events Oe
) Consent and permissions
“ Atlassian 10
Activity

2. Select "Create your own application" and give your application a name. (For e.g. Essentials
SS0)

Create your own application X

Rj Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
3 application that is not in the gallery, you can create your own application here.,

What's the name of your app?

| Essentials S50 Testback{ -

What are you locking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Mon-gallery)

3. After the application has been created, select "Single sign-on" from the left-hand menu and
then SAML.

Dashboard > Enterprise applications | All applications > Browse Azure AD Gallery > Essentials SSO Testback
3 Essentials SSO Testback | Single sign-on
Enterprise Application

«

Overview single sign-on (SSO} adds security and convenience when users sign on to applications in Azure Active Directory by enabling
in your organization to sign in to every application they se with only one account. Once the user logs into an application, the
Deployment Plan credential s used for all the other applications they need access to. Lear more.

X Diagnose and solve problems

Manage

Select a single sign-on method  Help me decide
il Properties

& owners
a ; ® Disabled {3 SAML
i Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security

£ Users and groups My Apps: Assertion Markup Language) protocal.

2D single sign-on
& Provisioning

B application proxy
C self-service

security
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4. Onthe "Set up single sign-on with SAML" page, select the "Edit" button next to the "Basic
SAML Configuration" section.

In the "Basic SAML Configuration" dialog, you'll need to enter the following information:

a)

b)

c)

Identifier (Entity ID): This is a unique identifier for your application.
http://web2.questback.com

Reply URL (Assertion Consumer Service URL): This is the URL to which Azure AD will send
the SAML assertion.

https://web2.questback.com/sso/consumeresponse

Logout Url: (This URL is used to send the SAML logout response back to the
application.)

https://web2.questback.com/sso/singlelogout

Basic SAML Configuration
ol Save R'j Got feedback?

Identifier (Entity ID) * @
The unigue 1D that identifies your application to Azure Active Directary. This value must be unigue across all applications in your
Azure Active Directory tenant. The default identifier will be the qudience of the SAML response for IDP-initiated S50,

Default

http://web2.questback.com | |-_| o

Add identifier

Reply URL (Assertion Consumer Service URL)* @

The reply URL (s where the qpplication expects to receive the guthentication token. This s also referred to as the ‘Assertion
Consumer Service” (ACS) in SAML

Index Default

https://web2 questback.com/sso/consumeresponse ||0 | i_| 1G]

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value s the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) @
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically o URL
or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Cptional)

This URL ts used to send the SAML logout response back fo the application.
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5. SAML certificate should be preconfigured with the creation of the application. But, it you
want to use another certificate you'll need to select the "Edit” and then “Import Certificate”
button and select the certificate file that you want to use for signing.

applications allery > Essentials SSO Testback SAML Signing Certificate x
i : Asure AD to ign SAML tokens issusd t o
| SAML-based Sign-on L B SML 8
Import Certificate | &’ Got feedback?
T Upload metadatz file 9 Change single sign-on mode  #= Test this application & Got feedback?
Status Expiration Date Thumbprint
Read the configuration guide €7 for help integrating Essentisls SSO Testback
Active 12/20/2025, 1051448 AM 0451785201C0BGBOE00ACO36TAEATTDATFOCT B3C
Q| icsaL contgurstion 2 i
Signing Option [ sign samL assertion M
Identifer (Entity ID) httpy/web2questback.com
Reply URL (Assertion Consumer Service URL)  hitps://web2 questback.com/sso/consumeresponse e = =l
Sign on URL anne
Relay State (Optional) P
Logout Url (Optional) htps://web2.questback.comy/sso/singlelogout Notification Emall Adrretes
Adnan spahic@questback.com
© | jibutes & Claims
2 et
Unique User Identifier Multple conditions
[ S —
Token signing certificate ke
Status Active
Thumoprint 0451785201COBGBOE004CI367AETTDAIFOCTE3C
Expiration 12/20/2025, 10:14:48 AM
Notification Email AdnanSpshic@questbackcom
App Federation Metadata Url J/loginmicrosoftonine com/dc7sdd1a-883e..
Certficate (ase6d)
Certficate (Rav)
Federation Metadats XML
Verification certificates (optional) (Preview) -
Required No :
Active 0
Expired 0

6. After you've configured the basic SAML settings, you'll need to configure the attribute
mapping. This involves specifying which attributes in Azure AD should be included in the
SAML assertion that is sent to your application. To do this, select the "Edit" button next to
the "Attributes & Claims” section and then click on the existing claim name:

Dashbeard > Enterprise applications | All applications » Browse Azure AD Gallery > Essentials 550 Testback | SAML-based Sign-cn >

Attributes & Claims
Add new claim -+~ Add a group claim == Columns Q\'j Got feedback?

Required claim

Claim name Type Value

Unigue User identifier (Mame 1D) SAML Multiple conditions [nam.., ***

Additional claims
Claim name Type Value

Mo claims configured

~  Advanced settings (Preview)
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Fill out fields as shown on image below:

Dashboard » Enterprise applications | All applications > Browse Azure AD Gallery > Essentials SSO Testback | SAML-based Sign-on > SAML-based Sign-on > Aftributes & Claims >

Manage claim

[l save X piscard changes | &7 Got feedback?
Name [ nameidentifier |
Nemespace [[tip/schemas misoapora/wes/2005/05/identity/claim: |

A Choose name identifier format

Neme identifier format * [ emai adaress

S @ attribute () Transformatior
Source attribute

A Claim conditions

Returns the claim only if all the conditions below are met.

@ Muitiple cond

= can be applied to a claim. When adding conditions, order of operation is important. Read the d

User type Scoped Groups source Value

Members 1 groups Attribute usermail

[Searaaap - O aibute O Trarsromaion

~ Advanced SAML claims options

Remember to assign group to the claim conditions. In this example we select all users group.

7. Finally, you'll need to assign users or groups to the application. To do this, select the "Users
and groups" menu item from the left-hand menu and then select the "Add user/ group"
button to add users or groups to the application.

60 x @ |o|a o |~ |38 |~ |08 @2 |~ |c |8 |c|~|c |8 |c ||| 2|

+
&~ c & aad.portal.azure.com/#view/Microsoft_AAD_IAM/AddAssignmentBlade/objectld/ca69b8d8-922b-4a8b-afd5.. [ |2 ¥

Azure Active Directory admin center

Dashboard » Essentials S50 Testback | Users a Users and groups

=
E4] Dashboard £

Add Assignment
= All services Questback AS

R all

* FAVORITES |

Users and groups

» Azure Active Directory Mona Satocted . i Ukers

:. Users Select a role
™ . AllFin_security_group
aae : o v
i e AllFin_security_group@questback3s5.onmicrosof

Selected items

No items selected
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Finalizing the configuration

Now your account needs to be configured in Essentials. Please send the metadata url of your
installation to support@questback.com.

Your metadata typically looks like this:
https://login.microsoftonline.com/dc79dalb-883e-128c-b396-
dc9fb7f66bfl/federationmetadata/2007-06/federationmetadata.xml?appid=377d5d6e-3504-4f1a-
a6e5-f5aac01e26f5

Once that has been added to your Essentials account, the SSO configuration is completed and you
should be able to test SSO from your Azure AD by clicking on button Test->Test sign in.

Dashboard » Essentials S50 Testback >

Essentials SSO Testback | SAML-based Sign-on

Enterprise Application

Test single sign-on with Essentials SSO Testk

A Got feedback?

7 Upload metadata file ' Change single sign-on mode #= Test this application & Got feadback?

B overview

A\ Microsoft recommends installing the My Apps Secure Sign-in Exten:
Deployment Plan e allow third-party cookies if you have installed it but this message stil st
SAML Certificates
X Diagnose and solve problems

Token signing certificate -

Edit
Manage i At L2l Testing sign in
. Thumbprint 0451795201 COBGBOED0ACII6TAELT7DA1FOCIBIC Test the single sign-on configuration for Essentials SSO Testback by signing in here
1li Properties Expiration 12/20/2025, 10:14:48 AM Directory configuration and Essentials SSO Testback itself.
B O Notification Email Adnan.spahic@questback.com

App Federation Metadata Url D: Lmi m/dc79dd1a-2a3e.. Select 2 way to test sign in

(®) sign in as current user

4. Roles and administrators Certificate (Base6d)

&8 Users and groups Certificate (Raw) Dy
Federation Metadata XML D

ownload

® Provisioning Verification certificates (optional) (Preview)

£ edit

Reg N i
B Application proxy comired i Resolving errors

Active 0 If you encounter an error in the sign-in page, please paste it below, If you still see |
G self-service Expired 0 retry.

Wihat does the error look like?
o . up Essentials S5O Testback

s Request d: 4f8ec053-fbT1-47de-a010-27862321900
acuri fion Id: 58879 EN—

You'll need to configure the application to link with Azure AD. Correlafion Id: 52287515 82a-2405-ff953d8f4cb0

Timestamp: 2 102

® conditional Access - - iy

Login URL [ hitpsi/fioginmicroseftonline.com/dc7odd1a-853¢.. B | Message: Eror AADSTSIO0G
% Parmissions Azure AD Identifier I i de79dd 539.. B
@ Token encryption Logout URL [ https://iogin.microsoftonline com/dc7odd1a-883e.. I | e lu u
Activity
D sign-in logs (5] Test single sign-on with Essentials SSQ Testback

at Usade:beinsiants Test to see if single sign-on is working. Users will need to be added to Usars and groups before they can sign in

B Dot A
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@ Home|l X | (] Home-1 X | J4 QBCGN-" X ™ Questbs

~

L~

sharepo. X | B® Signinte X | @ SharePor X | +

c @ web2.questback.com/ActivityOverview/MyActivityOverview.aspx?PPK=ude3esxing#/

Q Aktive Quester: 0

Avsluttede Quester: |

Velkommen Adnan Spahic

Min historikk Sist apnet

2 Delete sub-a 17.11.2022
2 Test quest - Validaton messageacl) 17.11.2022
[# Test new servers 21.89.2022
Q Asset overview 18.85.2022
2 Anonymous test 26.83.2022

Svar

188

AKTIVE QUESTER

Du har ingen aktive Quester enna.

PLANLAGTE QUESTER

Du har ingen planlagte Queastar ennd.

* O Hpa»0@

Svarprosent & 2
+) Professional <1/3>
0% 2 o .l services fra
Questback
0% 2 e .l
Vart InsightLab-team med
0% s o feedback-eksperter kan hjelpe deg
med sparreskiemautvikling,
0% s @ opprettelse av undersekelser,
utsendelser, analyser og
0% 2 o rapportering.
Les mer

MIN HISTORIKK

QUEST

Delete sub-Q

Test gquest - Validaton message(1)
Test new servers

Asset overview

Anonymous test

SVAR (3)

CTILBAKESTILL LAYOUT

%

SISTE TILGANG

1¥.

17

24

18.

Ze.

i1.

i1.

8.

B3,

You should now have SAML-based SSO configured for Essentials application in Azure AD.

2822

2822

20822

5.2822

20822
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